
Elementary Cybersecurity 
Lesson Plan
A comprehensive guide for teaching internet safety and cybersecurity 

fundamentals to grades K-5

GRADES K-5 45-60 MINUTES



LESSON FOUNDATION

Learning Objectives & Standards Alignment

1

Understand Digital 
Citizenship

Students will identify safe and 

unsafe online behaviors and 

understand the importance of 

protecting personal information on 

the internet.

2

Create Strong Passwords

Students will learn the 

characteristics of strong 

passwords and practice creating 

secure passwords they can 

remember.

3

Recognize Trusted Adults

Students will identify trusted 

adults they can talk to about 

uncomfortable or confusing online 

experiences.

Standards Alignment: CSTA 1A-NI-04 (networking), 1B-NI-05 (cybersecurity), ISTE 2c (digital citizenship), 2d (safe online 

behavior)



Lesson Overview & Materials

Lesson Structure

This 45-60 minute lesson introduces fundamental cybersecurity concepts 

through interactive activities, real-world scenarios, and engaging discussions 

appropriate for elementary learners.

Required Materials

• Computer or projector for demonstrations

• Printed scenario cards (included)

• Safety pledge worksheets

• Password creation handouts

• Crayons or markers for younger grades

Preparation Time: 15 minutes to review 

materials and print worksheets



INTRODUCTION ACTIVITY

What is the Internet?
01

Start with What They 
Know (5 min)

Ask students to share what they 

know about the internet. Create a 

word cloud or list on the board 

with their responses.

02

Explain the Basics (5 min)

Use age-appropriate language to 

explain how the internet connects 

computers and people around the 

world, like a giant library or 

playground.

03

Introduce Safety Concept (5 min)

Compare internet safety to playground safety: just like we have rules to 

stay safe outside, we have rules to stay safe online.



Core Lesson: Password Safety

What Makes a Strong Password?

Long and Complex

At least 8 characters with letters, numbers, and symbols

Unique and Personal

Not obvious information like birthdays or pet names

Secret and Safe

Never share with friends, only with parents or guardians

Activity Idea: Have students create a password using 

their favorite color, number, and animal (e.g., 

Blue7Tiger!)



CORE LESSON

Protecting Personal Information

Home Address

Never share where you live with people you meet 

online. Your home location is private information.

Phone Number

Keep your family's phone numbers private. Only 

share with trusted adults in person.

School Name

Don't tell strangers online which school you attend 

or what time you're there.

Full Name & Birthday

Use nicknames or first names only online. Your full 

name and birthday are private.

Photos & Videos

Always ask a parent before posting or sharing 

pictures of yourself or family.

Money Information

Never enter credit card or banking information. This 

is for adults only.



Interactive Activity: Safe vs. Unsafe Scenarios

Present these scenarios one at a time. Have students give thumbs up for safe behavior, thumbs down for unsafe. Discuss 

why each is safe or unsafe.

Scenario 1: New Friend 
Request

A stranger sends you a friend 

request online and asks where you 

live. What should you do?

❌ Unsafe - Don't accept friend 

requests from strangers or share 

personal information. Tell a trusted 

adult.

Scenario 2: Funny Video

You want to share a funny video 

your teacher showed in class with 

your parent. Is this okay?

✓ Safe - It's great to share 

educational content with family 

members who you trust.

Scenario 3: Pop-up Prize

A pop-up says you won a prize 

and asks for your address to mail 

it. What should you do?

❌ Unsafe - Never click on pop-

ups or give out your address. 

Close the window and tell an adult.



Group Discussion: Telling Trusted Adults

When to Tell an Adult

• Someone asks for personal 

information

• You see something that makes 

you uncomfortable

• Someone wants to meet you in 

person

• You're not sure if something is 

safe

• Someone asks you to keep a 

secret from parents

Who to Tell

• Parents or guardians

• Teachers

• School counselor

• Other family members

• Any safe adult you trust

Remember

• You'll never get in trouble for 

telling an adult about something 

online

• It's always okay to ask 

questions

• Trusted adults are here to help 

keep you safe



ASSESSMENT & EXTENSIONS

Safety Pledge & Extension Activities

Digital Safety Pledge

Have students complete and sign the safety pledge worksheet 

(included). Students commit to:

1. Creating strong, unique passwords

2. Keeping personal information private

3. Asking permission before going online

4. Telling a trusted adult about concerns

5. Being kind and respectful online

Assessment: Review pledges to ensure 

understanding. Display completed pledges in 

classroom.

Extension Activities

For Early Finishers (K-2):

• Color a "Super Safe Online" poster

• Create password reminder drawings

For Advanced Learners (3-5):

• Design a digital safety comic strip

• Write tips for younger students

• Research age-appropriate websites

Homework Connection: Students practice creating passwords 

at home with parents and discuss family internet safety rules.



About Cybersecurity Non-Profit

Making cybersecurity knowledge accessible to everyone through education, community, and practical resources.

Our Free Programs for Everyone

1
Business & Non-Profit Security

2
Family Cybersecurity

3
Kids Safety

4
Senior Digital Safety

5
Women's Security

6
Parents & Educators

Everything we offer is completely free. We believe everyone 

deserves access to cybersecurity education and resources, 

regardless of background or budget.

https://csnp.org/
https://csnp.org/resources
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